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Executive summary 

In recent years, the general public has been increasingly concerned about fraud and 
corruption in the public sector. Because of the nature of their mandate, supreme audit 
institutions (SAIs) play an important role in providing a way to deter and detect corrupt 
practices, along with assisting a good governance process in government. By 
implementing a sound oversight approach for forensic auditing, SAIs can promote better 
accountability and help reduce corruption in public administration. 

The Costa Rican SAI, Contraloría General de la República, is the institution with 
fundamental responsibility to oversee public funds in Costa Rica. The Office is 
committed to encouraging sound governance and accountability operations in 
government. Over many years, its operations have involved special examinations of 
alleged irregularities. However, the Contraloría has not incorporated a complete and 
formal approach to forensic audit. 

Generally speaking, a forensic audit unit can provide a supreme audit institution with the 
capacity to deal with wrongdoing and fraud, as well as with cases that require specific 
competencies other than regular audit skills. In addition, as this type of unit can take 
responsibility for these matters, the regular audit teams may more easily develop 
co-operative relations with the audited entities. A forensic audit team should develop 
specialized expertise and follow the rigour of the law and methods during its examination 
of wrongdoing, fraud, and corrupt allegations. 

There are several high-level management concerns about forensic investigations. 
These have caught the attention of the public. A main focus of a supreme audit 
institution should be to improve government management, instead of sensationalizing 
scenarios with exposure to “big” cases. The concerns also include the way people could 
be affected, the increasing costs of audits, the need to contract lawyers to support the 
investigations, and the requirement to follow due process and provide for solid 
investigations, on behalf of the public interest. 

Critical issues for developing a successful forensic audit practice include appointing 
experienced staff who are familiar with the legal system, police-type investigation, due 
process, and human resources management, and are aware of the auditor’s high-risk 
concerns. As well, establishing good co-operative relations with police and investigative 
authorities is an advantage in getting the job done. 

This paper proposes a strategic approach for improving the Contraloría’s forensic audit 
capability. The approach includes building capacity and developing auditors’ risk-based 
capabilities to detect significant wrongdoing, fraud, and corrupt practices. It also 
considers basic project steps to implement a forensic audit unit that should evolve at a 
proper pace, as this is a complex matter. The proposals are a result of analytically 
comparing policy and methods of the Office of the Auditor General of Canada with those 
of the Costa Rican Contraloría General. 
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and with several public bodies from the civil society, to whom it offers useful information, 
advice, and training. 

24. Other relations are with the Judiciary Body and the Procuraduría General de la 
República10. In some cases, the Contraloría and these entities develop co-operative 
relations to investigate issues that may arise in judiciary proceedings. 

INTOSAI: Code of Ethics and Auditing Standards 

25. The Contraloría considers the restructured version of the INTOSAI Auditing 
Standards as a regular component of its methods and operating procedures. In 
particular, sections 2.2.41 and 3.0.3 are well considered when the Contraloría audits 
government operations. These sections refer to the exercise of technical skills and the 
need for auditors to be alert to specific situations that could indicate fraud, improper or 
unlawful expenditures, unauthorized operations, waste, inefficiency or lack of probity, 
and the reasonable guarantee that illicit acts are detected, as those could significantly 
affect the objectives of the audit.11 

Suggestions for optimizing the Costa Rican forensic audit and 
special investigations approach and capability 

26. There are several opportunities for improving the forensic audit capabilities of the 
Contraloría General de la República de Costa Rica. 

Capacity building 

27. Capacity building must consider any facilitating schemes for efficiently and 
effectively implementing an organizational function and the process of forensic audit and 
special investigations. Examples include 

• strengthening and developing financial, political, institutional, technological, and 
performance management systems frameworks, and trained human resources; 

• sustaining institutional capabilities for techniques and skills, and cultural and 
change management; and 

• creating and maintaining the organizational learning and coaching structures to 
assess and manage risks. 

                                                
10 This entity is related to the activities that would be performed by a general office of the judge advocate 
general. 
11 See Section 2.2.41, INTOSAI Auditing Standards, 2001. 
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28. The Contraloría’s senior management should consider a structured approach for 
building general capacity and awareness among the professionals of the Costa Rican 
SAI, as an initial step in the process. This effort should include provisions for the 
participation of internal audit units in the near future, as those units will also need to build 
forensic capacity. As a critical factor for the success of this initiative, capacity building 
involves a high level of commitment. 

Comparison between the OAG’s and the Contraloría’s approaches to 
forensic audit and special investigations 

29. The Costa Rican and Canadian SAIs approaches to forensic audit and special 
investigations share several characteristics while also differing in some. The differences 
relate to the distinct level of maturity and focus that these SAIs apply while performing 
this type of investigation. Exhibit 1 compares both approaches based on fundamental 
variables that I have researched and formed a conclusion on. 

Current status in Costa Rican SAI and opportunities to improve 

30. The Contraloria is currently carrying out a process of capacity building that will be 
complemented with the approach presented in this strategy paper. 

31. While the OAG’s approach seems to present a higher maturity level, the 
Contraloría’s approach provides many opportunities for improvement. This comparison 
presents the opportunity for further capacity building and development in the 
Contraloría’s operations. 

Proposed strategy project stages for implementation 

32. Because of the inherent importance of this initiative, the Contraloría should 
consider the proper measures to avoid its failure, and provide for accomplishment on 
time, on budget, and based on results. Thus, it must apply a project management 
system and methodology to implement a forensic audit and special investigations 
capability. 

33. Specifically, I am suggesting the application of the Project Management 
Institute’s “Project Management Body of Knowledge (PMBOK)” as the methodology to 
address this initiative. PMBOK is a collection of processes and knowledge areas 
generally accepted as best practice within the project management discipline. 
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Exhibit 1 

Comparison of the approaches to forensic audit of the Office of the Auditor General of Canada and the 
Costa Rica Contraloría General 

Variable OAG CGR 

Legal framework Complex and sufficient to 
support the function 

Complex and sufficient to support the 
function 

Policy Available and issued Not available; general references 
Methods and procedures Structured methodology and 

guidelines 
No specific or structured methodology 
or guidelines 

Organization Specialized unit in place Initial denunciations unit; initial 
maturity 

Technological tools No specialized IT tools No specialized IT tools 
Human resources Fully implemented and 

specialized unit 
Ongoing efforts for specialization 

Web site for public complaints and 
denunciations 

Not available Not available 

Level of experience Function established at OAG 
in 1990 

Years of experience from 
performance audits, denunciations, 
and special investigations; not 
formally appointed unit or team 

Audit approach Structured, well supported by 
methods and practice 

Non-structured, encompasses 
“champions” and informal repository 
of audit expertise 

Work of external specialists Current practice In-house advice 
External relations Complex, several entities Complex, several entities 
In-house subject matter expert  Available and qualified Knowledge is distributed in between 

several officers 
Sponsor of the initiative Senior management Senior management 
Legal confidentiality concerns Addressed in specific legislation Addressed in specific legislation 
Whistle blowing regulations and 
protection 

Pending implementation of 
particular legislation  

Addressed in particular legislation 

Considers corruption, illicit 
enrichment, and other felonies and 
crimes 

Incorporated in the legal 
framework 

Incorporated in the legal framework 

Access to information Legally granted Legally granted 
Denunciation admissibility Operating procedures Operating procedures 
Access to SAI’s investigations files Reserved and restricted Reserved and restricted 
International cooperation N/A Legally authorized for international 

agreements about audits or 
investigations outside the country 

Territoriality N/A Legally authorized for auditing and 
investigating passive entities with 
operations outside the country 

Referral of developed cases To law enforcement agency: 
police investigation branches 

To the Judiciary and Public Ministry 

Statistical and risk-based approach N/A Available in basic stages 
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34. As internationally recognized, PMBOK provides the following fundamentals for 
project management, as a life cycle methodology: 

• initiating, 

• planning, 

• executing, 

• controlling, and 

• closing. 

35. I am considering this approach because capacity building is not a process with a 
dead end, but rather a process that requires continuous improvement. The Contraloría 
does not have a plan for a specialized forensic audit unit. My point of view is to consider 
several basic project steps to implement a formal forensic audit and special 
investigations unit, with essential functioning capacity. 

36. In Exhibit 2, I propose the general stages for building capacity in forensic audit 
and special investigations in the Costa Rican SAI. Stage 1 relates to initiating the 
project: project plan development and overall management and control design. Stage 2 
involves specific scope planning, time, costs, quality, resources, and activities 
management. In my opinion, these stages require at least six months to complete, with a 
well-resourced project team. I would advise that with the concentration of experience, 
this project team should become the organizational basis for the forensic audit and 
special investigations unit. 

37. Stage 3 deals with creating organizational capability as a whole, including team 
development, communications, and risk management approaches, as well as staffing 
and training. This stage considers training workshops focussed on forensic audit 
capabilities, for general auditors to identify indicators of fraud, and for the specialized 
staff to gain specific skills, knowledge, and abilities. This stage also requires developing 
and improving methodology that may help to detect and identify the risk of potentially 
corrupt practices and recommend controls to mitigate them. 

38. The project will achieve its main result at the end of Stage 4. At this stage, the 
project entails the building of experience and accomplishment of objectives. Pilot plans 
will provide the inputs for refining methodology, procedures, and policy. For example, 
pilot plans can include horizontal reviews about information technology procurement, 
public works contracting, or similar government-wide activities. This approach may 
commit large quantities of resources. The pilot plans may also include initiatives of an 
audit with a smaller scope, such as specific contracts or explicit denunciations. Thus, 
starting work on basic files and then making it more complex will require relatively fewer 
resources. 

39. Subsequently, the project must provide the initial forensic audit and special 
investigations unit with basic, but full, operational capabilities. Stages 3 and 4 require a 
well-resourced, full-time project team, for no less than 18 months. 
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40. Stage 5 will involve the initial full forensic scope audits, which will lead to gaining 
further experience and achievement of maturity. Stage 6 involves continuous 
improvement and evolvement of capacity. These stages assume a full-time, completely 
equipped and trained team. The Contraloría can arrange further benchmarking of best 
practices with other specialized SAIs’ forensic audit units in different jurisdictions, such 
as Canada, the U.S.A., South Africa, Australia, and Chile. 

Exhibit 2 

Overview of the proposed stages for building capacity in forensic audit and special 
investigations in the Costa Rican SAI 

 

A policy for auditing wrongdoing, fraud, and special investigations 

41. Implementing a forensic audit approach in the Costa Rican SAI requires a sound 
policy and consequent communication. The forensic auditing policy should consider a 
general plan of action and designate an organizational process. It should be initiated by 
the Contraloría’s senior management and undergo reforms and changes as it evolves. 
At a strategic level, a proper and tailored forensic audit policy will not be successful 
unless it is supported by a sufficiently planned and well-delivered strategy for building 
capacity. For the purpose of understanding and sharing a common vision, the policy 
needs effective communication. At an operational level, communicating results of 
forensic audits and special investigations at the proper time, to the proper people, and in 
the correct way, is absolutely critical for success. Appendix A provides my content 

1- Initial 

2- Planning 

3- Building 
capacity 

4- Pilot plans 

5- Conducting 
audits 

6- Continuous 
improvement 

Month

6 24 
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proposal for a forensic audit and special investigations policy. I derived my proposal from 
the OAG’s policy. 

42. The policy should consider that auditors shall not be required to conduct their 
audits with the specific objective of finding wrongdoing and fraud. If auditors were 
responsible for detecting all fraud and illegal actions in government-related entities, the 
costs of the audits and examinations would become prohibitive and still wouldn’t provide 
sufficient guarantee that all fraud and corrupt practices were detected. 

Policy, methods, and procedures 

43. The Contraloría has not developed a normative frame under the terms of forensic 
audit. As well, current work methodologies are unclear about a basic reference set of 
indicators of risk related to wrongdoing and fraud, and they lack specific and sufficient 
procedures. 

44. Setting policy development workshops in the Contraloría is a main capacity-
building activity. Workshops should consider several sources for policy building, such as 
experienced staff, external specialist agents from other institutions, stakeholders, and 
members from the judiciary level. As a result, policy development workshops may 
facilitate a common agreement. 

45. Although the Contraloría’s comprehensive oversight manual “MAGEFI”12 profiles 
the process 3223 “Special Studies” (FOE-EE), which is a basic approach to "special 
investigations", this process lacks a set of indicators of risk related to wrongdoing, fraud, 
and corrupt practices. According to this manual, special investigations involve the 
examination of specific aspects of accounting, finance, budget, administration, 
economics and legal order, among other areas, as well as the investigation of presumed 
irregular facts related to the public property that could arise in possible administrative, 
civil, or penal responsibilities. This manual should address risks related to those aspects. 

46. The Contraloría must improve and complete specific procedures, as it considers 
a diverse legal and regulatory framework. For example, in addition to its mandate and 
organic law, it takes into account several acts that deal with measures against corruption 
and illegal enrichment, the Costa Rican Penal Code and the Code of Penal Procedures, 
as well as related norms that typify certain conducts as crimes, like the Financial 
Administration Act. 

47. The Contraloría’s audit process considers that auditors develop documents about 
wrongdoing and fraud issues identified during examinations by means of their working 
papers. They should report on these matters in their audit reports, facts relations, and 
penal denunciations, based on current guidelines. As a priority, the Contraloría should 
issue a set of specific guidelines (currently in draft) aimed at addressing denunciations 
about public officers. 

48. When reporting on wrongdoing and fraud, auditors should follow a line of 
authority, which begins at the management level of the Contraloría. The Office may 

                                                
12 The Manual de Fiscalización Integral (MAGEFI) is a manual that comprises the detailed The Contraloría’s 
operating processes. 
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subsequently send further documentation to the Active Management, the Public Ministry, 
or to its own Legal Division, for further review. It is important to adjust current reporting 
and follow-up procedures in a way that will include findings from forensic investigations. 

49. The Contraloría should develop and include pilot projects in its operating 
procedures. Pilot projects can and should be used to evaluate best practices in place 
and current methods and procedures, and to help identify gaps and weaknesses. Those 
initiatives will provide practical assistance to the forensic audit unit that will lead to more 
effective recruitment practices and better staff training, methods, and service. 

50. To align methodology and policy on forensic approaches, the Contraloría should 
consider revising and updating its general operational processes, such as those included 
in several sections of the MAGEFI. As well, it should develop and adjust its methods to 
assess the effectiveness of an audited entity’s measures to identify weaknesses in the 
internal control systems related to wrongdoing, fraud, and corrupt practices. See 
Appendix B. 

Achieving a higher maturity level 

51. Professional scepticism refers to an attitude by which the auditor makes critical 
assessments with a questioning mind about audit evidence and is alert to evidence that 
may contradict or bring into question the reliability of documents and management 
representations13. I asked my manager at the Contraloría how our Division was doing 
with promoting professional scepticism among the auditors. I concluded that there is 
insufficient guidance available to auditors about professional scepticism. My manager 
suggested some ideas for improving the level of professional scepticism: 

• training activities sponsored by our Office; 

• effective application of current audit methodology during our examinations; 

• consideration of the Contraloría’s experiences and those of the Judiciary 
Investigation Organ (in Spanish, “OIJ”); and 

• conferences about forensic auditing. 

The forensic audit team 

52. Although there is no specific forensic audit unit in the Contraloría, there is an 
admissibility of denunciations or complaints unit that usually performs basic analysis of 
special investigations or sends those to the audit areas for their respective study. I 
believe that establishing a specialized forensic audit unit is a main issue for the 
Contraloría’s current operations. 

53. As a first step, establishing a forensic audit unit requires people skills. According 
to the leader of the OAG’s Forensic Audit Team, building capacity requires people who 
are already good auditors and who have the ability to thoroughly investigate the issues. 

                                                
13 CICA, 2003, 5090.07. 



 

12 

The initiative should start small—that is, the team should initially consider two or 
three people. The OAG’s experience in implementing special examinations shows that 
there are several advantages in starting with a small organizational unit, focussing on 
significant issues, and developing capabilities before expanding the unit. 

54. A set of basic knowledge, skills, and abilities would include 

• background as public accountant, investigator, or lawyer and, if possible, 
experience as prosecutor; 

• a well-developed professional scepticism (“sniffer” attitude and investigative 
mind); 

• expertise in internal control systems; 

• personal integrity and tact; 

• an analytical and logical mind (capability to analyze cause and effect); 

• interview techniques for probing; 

• an ability to see connections and follow through; and 

• certification in forensic auditing and investigations, for example, Certified Fraud 
Examiner “CFE”. 

55. Initially, the Contraloría must take advantage of its in-house human capabilities. 
However, it is important to bring into the organization the proper level of formal 
expertise, by staffing specialized individuals. 

Organizational placement and operations 

56. Currently, the DFOE14 is one of the organizational units that performs 
comprehensive oversight of the main processes. The DFOE divides public entities into 
several specific areas to achieve operative and evaluative oversight of public funds and 
assigns that responsibility to its specialized managerial units. A Technical Secretariat 
unit (in Spanish: “Secretaría Técnica”), under the Division Manager, supports those 
units’ oversight processes. See the current organizational chart in Appendix C. 

57. The designation of a forensic unit with the proper level of command will certainly 
raise the profile of the work of Costa Rican SAI while it conducts special examinations 
and related activities. 

58. According to the DFOE’s Division Manager, the forensic audit unit would be 
directly under the Secretaría Técnica during its initial operations. I believe that this is the 
right approach, since this preliminary placement is based on the premise that the 
Secretaría is the unit in charge of supporting oversight processes performed by the 
DFOE. Therefore, while the forensic audit unit evolves and gains experience, the 

                                                
14 DFOE: the division of operative and evaluative overseeing. This acronym stands for Spanish División de 
Fiscalización y Evaluación Operativa. 
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Secretaría will provide a sound ground for its operations. In addition, and since the 
forensic audit unit will deal with oversight of all segments of public entities, the 
Secretaría will provide a proper organizational positioning for establishing co-ordination 
and maintaining relations among the DFOE and the rest of the organizational units. As 
well, it must work closely with legal services. 

59. Within current resource constraints, I believe that building a critical mass (a core 
group) of professionals solely committed to forensic audit and special investigations will 
add to the quality of the oversight functions for the public funds. The potential benefits of 
having a core group of forensic auditing experts are becoming increasingly important to 
the Contraloría. Office managers consider that obvious advantages include central 
repository of expertise, sound scope focus, subject specialization, economies of scale, 
and effectiveness. 

60. In my view, several other operational concerns include the following: 

• the forensic audit process and reports should be confidential; 

• the process should provide access to a specialized database and allow data 
mining; 

• every sound suspicion or detected wrongdoing or fraud should be reviewed by 
this unit; 

• a forensic audit procedure should not interfere with regular audit processes but 
should consider awareness of general fraud risks; 

• a senior official should be appointed who would deal only with forensic audit and 
special investigations issues, the media, Congress, the Judiciary, and other 
governmental entities; 

• personal security of forensic audit staff should be provided; and 

• to gain and retain credibility, the unit should generate results fast. 

Learning processes 

61. Even though the Contraloría is performing several training activities for its staff, it 
must design a systematic and sustained academic process to increase the capacity of its 
officers who engage in forensic audit and special investigations. 

62. DFOE has programmed a series of professional development events related to 
responsibilities, audit, and administrative procedures, among other matters. For 
example, during 2005, two technical assistants attended a course on forensic audit and 
obtained a certificate. As well, a group of about 25 employees attended a course on 
forensic audit applied to financial investigations in the public sector. During 2006, the 
Contraloría will assign several officers to attend conferences about legislation covering 
corruption and illicit enrichment. 
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63. Nevertheless, I believe the Contraloría needs to increase its efforts in 
professional development, especially for those officers who work in the area of 
denunciations. The Contraloría should provide resources for increasing and updating 
their knowledge about the applied procedures of forensic audit as well as the legal 
concepts and accounting and financial issues applicable to forensic audits in the public 
sector and to economic and financial crimes. 

64. The Contraloría has already prepared a Diagnosis of Training Needs that will 
serve as a base to establish a short-, medium- and long-term strategy for professional 
development. Training for forensic auditors should not be limited to pure legal 
investigation. For a proposed set of learning needs, see Appendix D. 

65. I also suggest procuring professional certification as a way to increase credibility 
and expertise for the forensic audit team. There are several organizations that provide 
specialized training and certification. For example, the Association of Certified Fraud 
Examiners (USA), the Association of Certified Forensic Investigators of Canada, and the 
CICA certification program supported by the University of Toronto issue this type of 
certification. In Costa Rica, there are several college institutions as well as a university 
masters program that offer specialized professional degrees. The Contraloría may cover 
the related expenses. 

66. Forensic auditors will need other resources such as reference materials, books, 
magazines, law collections, internet access, secure communications, conferences, 
seminars, and other logistic inputs. The Contraloría should provide those resources 
according to the planned and growing needs of the forensic audit unit as it takes on 
more complex assignments. 

Relations with other oversight and control entities 

67. The Contraloría promotes external co-operative relations with other offices 
(see Exhibit 3). For example, when there are cases with legal complexity and sensitive 
evidence gathering and management, it works closely with the Public Ministry of 
Costa Rica. 

68. Co-operative relations provide a common ground for research initiatives and 
sharing of experience, along with the opportunity to identify best practices to fill specific 
gaps. According to the DFOE’s manager, it is important to develop protocols, to facilitate 
later activities and access to external information about the cases. I believe that these 
relationships among control and oversight entities can offer a rich source for 
benchmarking practices. As an integral component of these co-operative initiatives, 
participating entities should pay careful attention to the dissemination of both existing 
and new research and experiences. Fellowships and interchange opportunities will foster 
the development of expertise and enhance the quality of policy development. 
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Exhibit 3 

Forensic Audit and Special Investigations Unit—potential institutional relations 

Office of the Auditor General of Canada 
Contraloría General de la República de 
Costa Rica 

• Internal audit—units of government 
entities 

• Investigation units of government 
entities 

• Police Commercial Crime Branch 

• Internal audit—units of government entities 

• Procuraduría General de la República 
(PGR)* 

• Ministerio Público (MP)** 

• Organismo de Investigación Judicial (OIJ)*** 

• Procuradoría de la Ética****15 

 * PGR: this entity is the office of the judge advocate general. 

 ** The Public Ministry has the function to require before the penal courts the application of the law, 
by means of the exercise and accomplishment of the preparatory investigation. 

 *** OIJ: investigations unit of the judiciary system. 

 ****  Government ethics advocate general. 

Staffing: quantity and quality 

69. One of the possible difficulties in building capacity is the Contraloría’s ability to 
recruit and develop qualified staff. To address this problem, the Office needs a proposal 
about recruitment and skills development. Among the matters it should consider is the 
complementary role of universities, both private and public, as providers of formal 
professional education. Another topic is proper salary assignments, which must be 
competitive and have sustained increments in order to retain staff and promote sound 
morale. 

70. The Contraloría is currently increasing its resources (quality and quantity) as 
more work arises in special investigations. For instance, starting in March 2006, the 
Office planned to create seven positions for criminal investigators, lawyers with 
specialization in penal law and experience in investigations in economic, accounting, 
and administrative crimes. Some of these positions will be placed in the DFOE’s unit in 
charge of the analysis of the admissibility of denunciations, complaints, and sworn 
declarations of goods of government officials. Others will be assigned to developing 
methods and processes for special investigations. 

71. The Contraloría must continue to apply its regular approach to audits: Use 
experts incorporated in multidisciplinary teams for conducting audits. As well, since 
forensics is a complex subject, it must be prepared to hire specialized consultants when 
needed. 

                                                
15 The Government Ethics Advocate General is responsible for administratively acting to prevent, detect, and 
eradicate the corruption and to increase the ethics and the transparency in the public function in Costa Rica. 
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Information management and information technology (IM/IT) as support 
tools 

72. Internet use in the government sector is growing at a fast pace, supported in part 
by several initiatives from particular institutions. The Contraloría is part of this trend. 
Although Costa Rica’s government on-line initiative is not mature enough, there are 
opportunities to provide a government to citizen (G2C) approach for the Contraloría’s 
services. I perceive that developing a dedicated, customized portal for the attention of 
complaints and denunciations will address this need. My advice is to assess the 
feasibility of this initiative. If it prospers, the next step should be to design the process 
and IM/IT enabled support in a year or less, all of this prior to further investment in the 
development and initial support of the portal. The portal would be maintained in-house. 
Through this portal, the Office will initially establish content links between the unit that 
receives denunciations, and then between the forensic audit unit and the citizens, as the 
process gains maturity. Security, connectivity, and training requirements, as well as 
cultural change, will be variables to consider. 

73. As well, the Contraloría needs a computer system to manage the process of 
sworn declarations of goods of government officials. Again, this initiative requires proper 
IT security, such as sound encryption measures. As the unit evolves, the Office must 
evaluate the convenience of acquiring specialized software for investigative analysis and 
provide for proper training and implementation. 

Conclusion 

74. This paper emphasizes the opportunity to develop an office-wide risk-based 
capability to detect and audit significant wrongdoing, fraud, and corrupt practices in 
government operations. As well, it contributes a basic approach to improve forensic 
audit. 

75. According to my research, the Contraloría has no significant constraints on doing 
forensic audit and special investigations. Its activities involve a working definition of this 
subject, as it has already integrated a non-structured forensic audit approach in its 
performance audits, without any significant difficulty and cost increase. I believe that 
there are opportunities to increase the Contraloría’s forensic audit and special 
investigations capability, considering critical issues such as resources, methodology, 
organization, mandate, and high-level commitment. Nevertheless, the Office must foster 
the development and implementation of a structured approach for this type of audit, 
including it as a formal process in the current organizational policies and methodology. 

76. As well, the Contraloría must foster capability building. The development of skills 
for promoting and building capabilities for audit wrongdoing, fraud, and special 
investigations should consider planning and implementing activities that will facilitate 

• upgrading the existing set of skills; 

• reviewing and improving the methods used for special investigations; 
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• revising organizational goals and objectives dealing with forensic audit and 
special investigations; 

• subsequent restructuring of the DFOE, to include a specialized unit on forensic 
audit and special investigations; 

• planning and evaluating the performance of the forensic audit unit; and 

• continuing a self-development process in being a learning organization. 

77. With this paper as a starting point, the Contraloría can build a comprehensive 
forensic audit and special investigations strategy and policy. These would articulate the 
vision for auditing wrongdoing and fraud, as a contribution to fulfilling its mandate and 
objectives. After the Contraloría develops its formal and structured approaches to 
forensic audit and special investigations, it needs to encourage auditors to start 
introducing those issues in audits. Critical factors for achieving sufficient organizational 
capacity in this matter are adequate planning for communication and active and visible 
support from senior management. 

78. A direct output of this research effort is the need to promote training workshops 
in performance auditing with an emphasis on forensic audit capabilities, aimed at the 
different auditors and professionals of the Costa Rican SAI. 

79. A set of critical success factors during the development and further 
implementation of this initiative include the following: 

• Contraloría’s high-level commitment to implementation steps and follow-up 
activities: Building capacity for a forensic audit unit in the Costa Rican SAI will 
need sustained support from senior management. 

• Achievement of maturity: As experience is the basis of a good outcome for a 
forensic audit unit, an applied and specific methodology for forensic audit and 
special investigations will help close the gap between current approaches. 

80. To promote this project, I will further contribute to this initiative by 

• advising on policy, methods, procedures, and content for the forensic audit 
manual; 

• supporting methodology development; 

• developing specialized training workshops; and 

• researching with other SAIs for benchmarking purposes. 

My managers will have the final decision on the extent and scope of my further 
participation and responsibilities in this project. 

81. Increasing and improving the Contraloría’s forensic and special investigations 
capacity is doable. I also believe that the implementation of my proposed strategy is 
feasible. A sound and well-developed forensic audit unit will provide the Contraloría 
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General with the capacity to deal with wrongdoing, fraud, and corrupt practices. As well, 
by implementing my proposal on strategy and considering its scope, the Contraloría will 
enhance its ability to fulfill its mandate and objectives. As government evolves and 
moves toward improving its operations, the time to begin this endeavour is now. 
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Appendix A 

Proposal: Forensic Audit and Special Investigations Policy 

1. Requirements for a policy for forensic audit suited for the Contraloría’s 

objectives 

1.1. A definition of the general expectations for auditing about wrongdoing, fraud, 
and corrupt practices. 

1.2. An indication of professional auditing and assurance standards, as well as 
legal basis to which the Contraloría adheres. 

1.3. A disclaimer about inherent limitations of the oversight process for the 
possibility of risk of not detecting wrongdoing, fraud, and corrupt practices. 

2. General subjects for the forensic audit policy content 

2.1. Professional scepticism during the audit work. 

2.2. Awareness and consideration of indicators and risks of wrongdoing, fraud, 
and corrupt practices within the audit process. 

2.3. Consideration of and reporting on identified indicators and risks, whether they 
are actual, suspected, or alleged irregularities. 

2.4. Documentation of all facts and observations about possible situations of 
wrongdoing, fraud, and corrupt practices. 

2.5. Provision of continuous improvement for the processes by which the 
Contraloría receives denunciations, disclosures, and complaints. The 
Contraloría will apply its policy for identity protection of denouncers and 
confidentiality of matters, relative to the legal pertinent concerns. 

3. Audit and special examination processes 

3.1. During the audit process, auditors should obtain sufficient knowledge of the 
entity’s or component’s risks of wrongdoing, fraud, and potential corrupt 
practices, as well as related risk management policies, standards, and 
processes and control self-assessments. 

3.2. Auditors should review that those in charge of governance properly discharge 
their oversight responsibilities for the system of internal control and for risk 
management related to wrongdoing, fraud, and corrupt practices. 

3.3. Other applicable standards. 



 

20 

4. Reporting results and conclusions 

4.1. Depending on the relative importance and legal implications involved, 
auditors shall report to the proper authorities about matters relating actual, 
suspected, or alleged irregularities concerning wrongdoing, fraud, and corrupt 
practices. These authorities include 

4.1.1. senior management of the DFOE and sub-areas in the Contraloría 
General de la República, 

4.1.2. entity’s senior management, 

4.1.3. internal audit of the entity, 

4.1.4. judiciary investigators, 

4.1.5. legislative body, and 

4.1.6. Government Executive Board. 

This policy and the corresponding procedures must be included in MAGEFI16. 

                                                
16 Abbreviation stands for Manual General de Fiscalización Integral of the Contraloría General de la 
República de Costa Rica. 
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Appendix B 

Proposal: Manual outline for forensic audit and special investigations 

The contents of a manual for forensic audit and special investigations should provide 
general audit guidelines for surveillance, identification, evidence gathering, and 
reporting. The manual should aim at raising professional staff awareness of wrongdoing, 
fraud, and corrupt practices in government activities. As well, it should assist the 
Contraloría’s staff in recognizing potential scenarios for incidents of that nature during 
auditing and while taking care of denunciations. The guidelines should not be exhaustive 
or prescriptive, but should be a way to identify risks about those issues and suggest 
adequate actions. 

The manual should also comprise the policies, procedures, standards and, if possible, 
checklists to be applied in forensic audit and special examination processes. It should 
provide for a structured way of producing proper working papers and reports. 

Proposed set of contents 

1) Introductory section for describing the manual and its contents 

2) Legal and regulatory framework 

a) the Contraloría’s mandate 

b) policies 

c) applicable laws 

d) applicable standards 

e) professional ethics and standards’ compliance 

f) description of public entities’ responsibilities for internal control, ethics, and 
wrongdoing, fraud, and corrupt practices 

g) process in charge of the Forensic Audit and Special Investigations Unit 

3) Process: Risk assessment, scenarios definitions, and detection 

a) definitions 

b) risks assessment methods and procedures 

c) high-risk issues: potential scenarios 

d) information technology considerations 

e) procedures 
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4) Specific guidelines 

a) public contracting (general) 

b) tax collection and other fiscal issues 

c) government expenses 

d) retirement plans 

e) payroll management 

f) theft of public assets 

g) corrupt practices 

h) fraud in information systems 

5) Use of information technology tools for forensic auditing and special investigations 

a) database enquiry 

b) data mining approaches 

c) use of generic audit software 

d) Benford’s law and other data analysis techniques 
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Appendix C 

Current organizational chart for the Contraloría and Technical 
Secretariat and probable position of the Forensic Audit Unit 

 
Note: Organizational units’ names presented in Spanish. The original chart comes from 

http://zebra.cgr.go.cr/ifs/files/public/portal/lib/pt/424.htm, from the official Web site: www.cgr.go.cr 
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Appendix D 

Proposal: Capacity building and specialized training needs 

To achieve an adequate level of operating capacity, the unit of Forensic Accounting and 
Special Investigations shall undergo specialized training in at least the following 
subjects: 

1) Principles of wrongdoing and fraud examination 

a) criminology fundamentals 

b) ethics and investigations 

c) fraud and its causes 

d) fraud prevention 

e) legal elements of fraud 

i) rules for good evidence; documentation 

ii) privacy 

iii) legal rights 

iv) testifying 

f) finances and fraud 

i) external fraud 

ii) internal fraud 

iii) exam of transactions and other financial information 

iv) information technology tools for wrongdoing and fraud examinations 

g) special investigations 

i) reference sources of information; document collection and analysis 

ii) interviewing skills 

iii) conducting an examination 

iv) legal issues 

v) reporting findings 
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vi) internet resources 

vii) psychological issues in interviewing 

2) professional interviewing skills 

3) reporting wrongdoing and fraud examinations 

4) fraud prevention 

5) financial frauds 

6) money laundering and trace of illicit funds 

7) electronic fraud: prevention and detection of technology-based illegalities 

8) advanced computer aided fraud prevention and detection 

9) investigation of conflicts of interest 

10) criminal law 

11) testimony in court 

12) fraud related to contract and procurement 

After completing a basic level of competencies, a professional certification as a fraud 
examiner will add credibility to the staff assigned to the Forensic Audit and Special 
Investigations unit. 
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